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Introduction and Purpose:

This document contains step by step instructions for configuring Adobe 8 to validate and
generate SAFE Compliant Signatures.

This procedure is intended for anyone wishing to generate or validate production SAFE
compliant signatures. A SAFE credential is a prerequisite to being able to generate
SAFE signatures.

Packing list:

1. Step by step Adobe 8 instructions — This document
2. Zip file (the file extension needs to be changed to .zip)
a. SAFEsign.js
i. Javascript file that:
1. Adds the SAFE Sign button to the Adobe tool bar
2. Implements and controls the SAFE Signing user
experience when SAFE signing is invoked
b. Safe.pdf
i. Contains the SAFE Logo that appears in a SAFE signature
block
c. DataExchangeSAFETrustedRoot.fdf
i. SAFE Trusted Root in Adobe FDF Data exchange format.

Contacting SAFE Support:

Email: support@registration.safe-biopharma.org
Telephone: 1.877.855.SAFE (7233)

Disclaimer:

{Insert here}
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Step 1: Getting ready

1. Save the contents of the Zip file into a folder of your choice
2. Print this document to follow instructions from printed pages
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Step 2. Configure SAFE Signhature Appearance

1. Open the “Adobe 8 Manual Configurations Instructions.pdf” document

2. Click on Edit > Preferences > Security > New to bring up Screen 1 as shown
below

3. Change your configuration to match exactly that of Screen 1

4. Save settings by clicking OK

Note 1: Click File... then browse to the location where the safe.pdf (from the .zip
file) was saved to.

Screen 1: Configure Signature Appearance

Cn nfigure Signature Appearance W

Title:

Presview

Digitally signed by your
commaon name here
Reason: your signing reason

here
Date: 2007.04.16 18:16:02
-04'00
Configure Graphic
Show: () Mo graphic Irnport Graphic Frarn:
() Imported graphic - Please see
= File. ..
O Name _ note 1 above.

Configure Tewxk
Shiows Mame [ |Location [ |Distinguished name [ ]Logo
Date Reason Labels

Text Properties

Text Direckion: () Auto (3 Lefttoright () Right ko left

Digits: | 0123456789 [v]

I (8] 4 l [ Cancel
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Step 3. SAFE Signatures Verification Configuration

1. Click Advanced Preferences to bring up Screen 2 as shown below
2. Change your configuration to match the items pointed to by arrows in Screen 2
3. Save settings by clicking OK

Note 2: The setting is recommended for users that work exclusively with signatures that
embed the signer’s status information at the time of signing (via OCSP Request/Response
pairs) like SAFE. For users in receipt of signatures that may not include the signer’s
status at the time of signing, the “Secure time” setting is recommended. Please contact
your Administrator if you are unsure of how you should configure for your environment.

Screen 2: SAFE Signature Verification Configuration

lgl al' signatures Advanced Preferences 1

Verification | Creation | Windows Integration

When Yerifving:
() Use the document-sperified method. Prompt if it is not available,
{1 Use the document-specified method, Use the default method if it is nok available,

) Always use the default method (overrides the document-specified methad),
Cefaulk Method For Yerifving Signatures:

q Require certificate revocation checking to succeed whenever possible during signature werification

Verification Time

‘Werify Signatures Lsing:
() The current time
Please ) Secure time (e.g. timestamp) embedded in the signature if available, current time otherwise
see Note ﬁ@ The time at which the signature was created
2 above.

[ Hide signature field validity ican when signature is valid

i Ok ] [ Cancel
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Step 4. SAFE Signature Creation Configuration
1. Click Advanced Preferences > Creation to bring up Screen 3 as shown below

2. Change your configuration to match exactly that of Screen 3
3. Save settings by clicking OK

Digital signatures Advanced Preferences 1
| Yerification | Creation | Windows Integration |

Defaulk Method to Use when Signing and Encrypting Documents; |

Adobe Defaulk Security

Include signature's revocation skatus when signing
Show reasons when signing

[]shaw lacation and contact information when signing

Enable Reviewing of Document Warnings: | Always

x| [&]

Prevent Signing Until Document \Warnings Are Reviewed: | Mever

I Ok I [ Cancel

Screen 3: Signature Creation Configuration
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Step 5: Windows Integration

1. Click Advanced Preferences > Windows Integration to bring up Screen 4 as
shown below

2. Change your configuration to match the items pointed to by the arrows in Screen
4

3. Save settings by clicking OK

4. Click OK to exit from Advanced Preferences

5. Close the PDF document

Screen 4: Windows Integration
Digital signatures Advanced Preferences 1

Verification | Creation | Windows Integration |

4 Enable searching the Windows Certificate Store For certificates other than yours

Trust ALL root certificates in the Windows Certificate Store For the Following operations:

[]validating Signatures

[ ] walidating Certified Documents

‘1, If either of these options are selected cantent from companies that have certificates installed in
Windows maw be treated as trusted content. Care should be taken in enabling this feature,

I K I [ Zancel
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1.

no

No ko

Note
Adm

p 6: Import and trust SAFE Root CA Certificate

Go to the location in which the DataExchangeSAFETrustedRoot.fdf file (from the
zip file) was saved to

Open the file: DataExchangeSAFETrustedRoot.fdf — Screen 5 will appear as
show below

Click the Set Contact Trust button — Screen 6 will appear (shown on next page)
Change your configuration to match that of Screen 6 exactly

Click OK to save — Screen 7 (shown on the next page) will appear

Click OK

Click Close to exit

. If your credential issuer is not SAFE BioPharma, then please contact your
inistrator to acquire an FDF file from your issuer.

Screen 5: Import SAFE Root

ata xchange Eile- Import Contact W

You have opened an Acrobat FOF Data Exchanae File containing the Following daka:

Sender

add Certificate to Lisk of Trusted Identities

Contact Information

Mame: SAFE Trusted Rook
Email Address:

This file contains Contack information For SAFE Trusted Root, Click Set Conkact Trust ko sek
options on how to include this Contack in vour list of trusted identities, Contack information
includes certificates that, once krusted, can be used ko validate signatures from and encrypt
docurnents for the associated Contact.

i Set Contack Lrust... i

Close
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Screen 6: Trust Settings

i Import Contact Settings

Certificate Details

Subject:  Cywbertrust SAFE Root CA Al

Issuer: Cvbertrust SAFE Rook CA Al

Ilsage: Sign transaction, Sign document, Sign certificate (CA), Sign CRL
Expiration: 20260117 151133 2

Trust | Palicy Restrictions |

Trusk this certificate Far;

Signatures and as a trusted ook
[¥]izertified documents:

[ ]ovnamic content
[ ]Embedded high privilege Javascript

[ Certificate Details, ..

I ok I [ Cancel

Screen 7: Import Completed

I import Complete

Impoart dekails:

1 issuer certificateds) imported,
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Step 7: Install the SAFE Signing Plug-In

1.

w N

Copy the SAFESign.js file (contained in the zip file) to the Adobe Javascripts
folder located in either a. or b. below. Contact your site administrator if you
cannot locate the Adobe Javascripts folder.
a. For Acrobat Standard or Professional, the default location for the
Javascript folder is:
i. <drive letter>\Program Files\Adobe\Acrobat
8.0\Acrobat\Javascripts
b. If Acrobat Reader, the default location for the Javascript folder is:
I. <drive letter>\Program Files\Adobe\Reader 8.0\Reader\Javascripts
Close all instances of Acrobat
Open the “Adobe 8 Manual Configuration Instructions.pdf” document
The installation was successful if the “SAFE Sign” button appears in the Adobe
tool bar

Step 8: Configuration Verification

1.

2.
3.

If you do not have a SAFE credential go to task 4 below (SAFE credential is
required to test the generation of a SAFE Signature)
Insert your SAFE Token
Click the “SAFE Sign” button located in the tool bar and follow the instructions
for applying a signature (Must have internet connectivity to generate a SAFE
compliant signature)
Your Adobe 8 software is successfully configured for SAFE Signatures if:
a. The document certification status is Valid (press the Blue Ribbon at the
very top of this document to view document certification status);
b. If applicable, the signature you applied in task 3 above appears below with
a green check mark. A green check mark indicates a Valid signature
status.
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