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Agenda
• Background
• Submission Options
• Submission Process
• System Requirements
• Common Mistakes
• Document Signatures
• Submission Numbers
• Contact Information
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Electronic Submissions Gateway - Background

• Drug Safety (AERS) reporting through the ESTRI Gateway since 2000
– Limited capabilities
– Needed upgrade

• PDUFA III – Single point of entry for the receipt and processing of 
electronic submissions

• Contract
– Full and open competition (17 proposals)
– Awarded in January 2005 to GlobalNet Services & Cyclone

• Infrastructure upgrade/replacement

• Testing
– Started testing with industry partners in October 2005
– Held over 20 separate testing days with industry partners from January 2006 

through April 2006

• Production – May 3rd 2006 
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Electronic Submissions Gateway – Submission Options

• FDA ESG Web Interface (WebTrader)
– The FDA ESG Web Interface sends submissions via Hyper Text 

Transfer Protocol Secure (HTTPS) through a web browser according
to Applicability Statement 2 (AS2) standards.

– Low cost option

• Gateway to Gateway (AS1/AS2)
– Applicability Statement 1 (AS1) Gateway-to-Gateway

• An electronic submission protocol that uses secure email for 
communications. 

• This protocol can be used only to send AERS and AERS attachments.
• FDA ESG support for the AS1 protocol will be phased out.

– Applicability Statement 2 (AS2) Gateway-to-Gateway
• An electronic submission protocol that uses HTTP/HTTPS for 

communications.
– Header information will be used to route submission
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Submission Types Accepted
• CBER

– AERS - Adverse Event Reports*
– AERS Attachments (PDF)
– BLA - Biologics License Application (eCTD and eBLA format)
– IDE - Device Exemption
– IND - Investigational New Drug Application (eCTD and eIND format)
– DMF - Drug Master File

• CDER
– AERS - Adverse Event Reports*
– AERS Attachments (PDF)
– ANDA - Abbreviated New Drug Application
– BLA - Biologics License Application (eCTD and eBLA format)
– NDA - New Drug Application (eCTD and eNDA format)
– IND - Investigational New Drug Application (eCTD format)
– DMF - Drug Master File (eCTD format)

* Can accept XML format following the ICH E2B standard

• CDRH
– Adverse Events (Pilot phase using HL7 ICSR message)
– Electronic Submissions (CeSub eSubmitter software) 

• Premarket notification applications [510(k)] to the Office of In Vitro Diagnostic Device 
Evaluation and Safety (OIVD)

• Radiation safety Product Reports and Annual Reports for radiation emitting products to the 
Radiological Health Program.
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Submission Registration and Process

• Transaction partner agreement and registration

• Testing required for each submission type before 
moving into production for that submission type

• Sending submissions
– Initial gateway receipt

• Message deposition notification (MDN)
• Only basic validation (destination, submission type)

– Center receipt acknowledgement
– May receive a second Center acknowledgement
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Electronic Submissions Gateway Process - Before You Register

• Submit a Letter of Non-Repudiation Agreement
– A letter of Non-Repudiation Agreement must be submitted to the 

FDA. The non-repudiation agreement allows the FDA to receive 
electronically signed submissions in compliance with 21 Code of 
Federal Regulations (CFR) Part 11.100. 

• Send letter to Office of Regional Operations, (ORO)
• Send copy to ESG Project Manager

– Sample letters are on the FDA ESG website.

• Obtain a Digital Certificate
– Must be X.509 V3 compliant
– If you have Cyclone product you can generate the certificate

• Determine Submission Method
– Web-based
– Gateway-to-Gateway (B2B) submissions using industry standards 

for the transport protocol (AS1 and AS2) 
– A separate registration will be required for each option selected.
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Electronic Submissions Gateway Process - Before You Register

• Understand Submission Guidelines 
– Each FDA Center has specific guidelines that should be followed for 

preparing electronic submissions.

• Submission Types
– Each FDA center will accept only certain specific types of 

submissions.

• Begin the Registration Process
– Send an email to esgprep@fda.gov
– Include your name, phone number and the name of the 

company you represent. 
– State whether you will be using the Web browser, AS1 

Gateway-to-Gateway, or AS2 Gateway-to-Gateway.

mailto:esgprep@fda.gov
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Registration Summary
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Electronic Submissions Gateway Process – Test Submission

• Becoming a Trading Partner & Sending a Test Submission
– Need letter of non-repudiation on file at FDA

– Step 1 – Request an account on the test environment
• Executed using a web-based interface
• Provide contact information
• Register a valid X.509 v3 security certificate with the FDA ESG

– Step 2 – FDA activates the account
• Letter of non-repudiation on file at FDA
• FDA verbally validates the registration information

– Step 3 – Send a Test Submission
• Send submission up to 7.5 GB
• Receive a positive Message Delivery Notification (MDN)  confirming that 

the FDA ESG received the submission
• Receive an acknowledgement from the designated Center confirming that 

the test submission meets FDA regulatory standards
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Electronic Submissions Gateway Process – Production Submission

• Register with the FDA ESG for Production Submissions
– Step 1 – Request an account on the production environment

• Executed using a web-based interface
• Provide contact information
• Register a valid X.509 v3 security certificate with the FDA ESG

– Step 2 – FDA activates the account
• Letter of non-repudiation on file at FDA
• FDA verbally validates the registration information
• Valid Test Submission results on file
• DONE! – You are ready to send digitally-signed electronic 

submissions using the web interface or by using your gateway.

– Step 3 – Send Production Submissions
• Initial gateway receipt
• Center receipt acknowledgement
• May receive a second Center acknowledgement
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Sending a Web-based Submission
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Document Inbox for Web-based Submissions

The receipt for the submission is displayed here. Click on the Details link to view its 
details. This page also displays notifications of any errors encountered in submission and 
any acknowledgements sent by FDA.
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Document Inbox for Web-based Submissions

The receipt for the submission is displayed here. Click on the Details link to view its 
details. This page also displays notifications of any errors encountered in submission and 
any acknowledgements sent by FDA.
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System Requirements
• FDA ESG Web Interface users need the following:

– A high-speed internet connection
– A web browser, either Internet Explorer 6 (or later) or Mozilla

Firefox 1.0 (or later) 
– Hard disk space of at least three times the size of the submission
– Sun's Java Runtime Edition JRE 1.4.2_08, for the browser plug-in 

files. See System Requirements on the FDA ESG webpage.

• AS1 and AS2 Gateway-to-Gateway users need the following:
– A high-speed internet connection
– An AS1 and/or AS2 compliant Gateway product
– Hard disk space of at least three times the size of the submission.
– Need to compress multi-file or directory submissions

• Coordinate with infrastructure staff to ensure network will allow 
and can handle large submissions
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Sending large submissions

• Need a minimum T3 line to reliably send 
submissions > 20 GB
– FDA is able to received and process a 25GB submission in 

14 hours, this based on the sending party having a T3 line
– Most original marketing applications are less than 10GB
– 30 GB is the practical limit for sending a submission 

overnight and still have it received at the Center before the 
end of the next business day

– Have successfully tested with submission up to 70 GB

• FDA has received at least 4 submissions over 1GB in 
size - Largest submission was 4.6GB

• Business process / timing considerations
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Common Mistakes
• Not using right private key for the public key sent to 

the FDA

• Turning off automatic Java update option
– In order to connect and upload/send files successfully to 

the FDA via the FDA ESG Web Interface, you must obtain 
and install Sun’s JRE 1.4.2_08 plug-in files for the browser. 
JRE security policy files must also be updated.

– The installed JRE will periodically prompt users to 
download the latest updates. The most recent versions of 
the JRE (JRE 1.4.2_09 and JRE 1.5) will not work with the 
FDA ESG web interface and must NOT be downloaded and 
installed.

• Please read information on FDA ESG website
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Electronic Submissions Gateway

• Important process information
– No paper required for gateway submissions
– Accepted signature methods by FDA, at this time, for 

required FDA forms (e.g., 1571, 356h) and documents
• Scanned signatures
• Digital signatures
• Flatten digital signatures, must include;

» the printed name of the signer
» the date and time when the signature was executed
» the reason for signature
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Current Activities / Next Steps

• Change Control Board
– Add additional submission types 
– Enhancing the process

• Testing release version 5.4.2
– Linking acknowledgements with submissions in the 

WebTrader interface
– Expanded search options to manage trading partners
– Disable automatic processing of XML submissions



20

Gateway Submission Numbers

May June July August September
(1 – 16)

2880

70

28

38

3016

Totals

AERS 9109 6188 5155 6408 29,740

CDER 20 54 44 119 307

CBER 6 9 19 36 98

CDRH 153 312 272 198 973

Totals 9288 6563 5490 6761 31,118
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Electronic Submissions Gateway

• Website: http://www.fda.gov/esg/
– Registration Information
– System Requirements
– User Guide
– Tutorials
– System Status
– Help Desk

• Email for Preparation / Registration / Policy : esgprep@fda.gov
– This account is for questions and help in setting up your Gateway 

test and production accounts.  Please do not send email to individual 
email accounts.

• FURLS Helpdesk  
– 1 (800) 216-7331
– www.cfsan.fda.gov/~furls/helpf2.html
– 7:30 AM – 11:00 PM EST
– This account is for production support. 

http://www.fda.gov/esg/
mailto:esgprep@fda.gov
http://www.cfsan.fda.gov/~furls/helpf2.html
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Appendix

Additional FDA ESG Process Details
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Processing of an Inbound Submission

1. FDA ESG receives an inbound submission.
2. FDA ESG sends a Message Delivery Notification (MDN) to the 

submitter (Message 1).
• Receipt of an MDN confirms that the submission was successfully 

received by the FDA ESG.
3. The inbound submission is processed, submission is unpackaged 

and deposited in the Center Holding Area.
• A copy of the submission is stored for 7 days in the Backup directory.

4. The submission is automatically transferred to the Center.
• The official receipt timestamp is applied to the submission.
• An email is sent notifying the Center that a submission has arrived.

5. A Center Receipt Acknowledgement is automatically generated and 
sent to the submitter via the FDA ESG (Message 2).
• This Acknowledgement contains the official receipt timestamp.  

6. The Center validates and processes the submission.
• Depending on the submission, an Official Center Acknowledgement may 

be sent (Message 3).  
• If errors occur during validation and loading, they will be noted in the 

Official Center Acknowledgement.
7. If necessary, the Backup copy of the submission may be recovered

by the Center.



24

Processing of an Inbound Submission
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Multi-file or directory submission
• FDA ESG Web Interface Submissions

– The FDA ESG Web Interface utilizes the tar and gzip functionality for 
file system consolidation when submitting files. 

– Because this process is done automatically during the signing of the 
file, no intervention is required.

• Gateway-to-Gateway (B2B) Submissions
– Partners are required to both tar and gzip (compress) multi-file 

submissions.
– For best optimization when processing and transmitting large 

submission files, first "tar" the files and then compress them using 
gzip.

– To fulfill this requirement
• The current AS2 solution will/should have a tar and zip utility prescribed. 

There are Operating System-specific utilities available for performing the 
tar operation. 

• If the application does not have tar/gzip capabilities, a utility must be 
acquired.  Please refer to the User Guide on the  FDA ESG website for 
recommended utilities.
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